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Global E-Signature Law:  
Best Practices for Assessing Risk

Although there are important differences in specific laws governing contracts,  

it’s generally universally accepted that for a contract to be binding and 

enforceable, that contract must capture the binding intent of the parties,  

no matter what law is applied. 

With the continued maturation of digital technology, a growing number of 

individuals and organizations across the world are using e-signatures to enter into 

binding legal contracts. The digitization of legally binding processes may one day 

entirely replace legacy analog processes, i.e., physical signatures on paper (wet ink 

signatures). Regardless, the overarching legal principle that asks all parties to an 

agreement to provide a unique, identifying signature remains a sound standard 

against which to hold legally binding contracts the world over.

Enterprise architects mandated to implement paperless e-contracting processes 

are expected to understand and comply with the laws governing any country in 

which they do business. Global enterprises that want to avoid having to manage 

multiple technologies due to differences in regional signature laws are best served 

by deploying an enterprise e-sign solution that meets international regulatory and 

compliance requirements. Let’s take a look at best practices for e-signatures, 

regardless of legal or regulatory requirements. 

“Global enterprises that want to avoid having to 

manage multiple technologies due to differences in 

regional signature laws are best served by deploying 

an enterprise e-sign solution that meets international 

regulatory and compliance requirements.”
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How to Use this eBook 

Congratulations on your e-signature initiative. The benefits of eliminating 

paper-based approval processes will be significant and far-reaching within your 

organization.

As you begin to scope your e-sign project, the legality of e-signatures will 

inevitably be discussed. This eBook was written to provide you with the 

information you need to make an informed, educated decision.  It provides 

general guidance on risk assessment and the global legal framework when 

adopting an electronic signature solution.

This eBook is particularly useful for international organizations looking to 

implement the technology worldwide. It’s important to familiarize yourself with 

the laws and regulations in the countries in which you do business in order to 

choose a solution that meets even the most stringent requirements. See page 15 

for links to e-sign legislation around the world.

Every successful e-signature project involves, from the onset, several 

stakeholders across numerous departments. This eBook offers something for 

everyone involved, including:

• Legal counsel

• Compliance officers

• Line of business owners 

• Enterprise architects

Our team of e-signature experts are available to discuss the requirements of 

your particular project. Contact us today. 

Definition: Electronic Versus Digital Signatures

Digital signatures are considered a subset of electronic signatures. Whereas an 

electronic signature is a legally binding record, a digital signature refers to the 

underlying encryption technology that verifies the authenticity of the transaction.

https://www.kofax.com/contact-us
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Considerations on Legal and 
Evidentiary Issues 

Consider the following legal and evidentiary issues in your analysis of 

whether to implement an e-signature process:

• Consideration of the specific laws of the country where the parties to 

the contract will sign

• The industry/commerce/governmental regulation, custom and practice 

that govern the transaction

• The application of e-signatures to the specific transaction documents

• The goals of using e-signatures; for example, speed, cost savings, 

custom and practice

• The electronic preservation of e-signatures over the document lifetime
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Considerations on Signature Functions 

When an E-Signature is used to sign a document, it ought to function like 

a wet ink signature:

• Associate the signer with an e-signed document

• Provide proof of the signer’s involvement with the content of the e-signed 

document

• Provide endorsement of authorship of the e-signed document

• Provide endorsement of the contents of an e-signed document authored 

by someone else, e.g. witnessing

• Prove a person was at a given place at a given time

• Meet a statutory requirement that a document be signed to make it valid
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E-Signature Q&A (1/3)

Q: When is it legal to use e-signatures in place of a wet ink signature?  

A: Almost always!  

Whether the laws of a specific country legally allow for an e-signature is different than the 

question of what is legally required to prove the validity of an e-signature.

In certain jurisdictions there is no legal requirement that a contract is only valid with a wet ink 

signature.  

In such a jurisdiction, there exists the basic principle that contracting parties are free to decide by 

what means they want to conclude a contract: a handshake, orally, the wordless exchange of 

goods, a contract carved in stone – or with the use of e-signatures. 

In those instances the parties may choose to use an e-signature, and specifically the type of 

e-signature, and the weight of such an e-signature to evidence the contract between the parties.

Where a country’s laws permit the use of an e-signature, the parties must consider certain factors 

to ensure validity, including the specific type of e-signature, the weight that specific e-signature 

has as evidence of the contract between the parties, and how the parties will store and retrieve 

that e-signature. In Europe there is typically a distinction between “basic,” “advanced” and 

“qualified.” For additional information on regulations, directives and laws please refer to page 27. 

Common law countries, like the United Kingdom and Canada, tend to have fewer regulations to 

apply particular types of e-signatures, whereas civil law countries such as Germany and 

Switzerland tend to have more regulations.    
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E-Signature Q&A (2/3)

Q: Are wet ink signatures always legally required?  

A: No

Applying a physical signature on paper is not always a legal requirement. In many 

cases, the necessity for a signature is based on customs and common practice to show 

evidence of the transaction. In instances where there is no de jure requirement, an 

electronic signature can be used instead of applying ink-on-paper.

For example, e-signatures are used in the examples below even though in certain 

jurisdictions actual signatures are not necessarily legally required: 

• Financial Services: account opening, modification, and deletion, consumer 

agreements, consultation minutes, broker proxies, exemption orders for capital 

gains

• Banking: cash deposits and withdrawals, standing orders

• Insurance: applications, damage reports

• Telco: contract application (mobile, DSL, cable, etc.), service reports 

• Utilities: contract application (power supply), applications for customer  

reward programs  

• Retail: receipts at the point of sale or point of delivery, merchandise return,  

service documentation 

Electronic signatures are a good replacement 

for paper signatures. They fulfill cultural 

requirements and provide written proof of 

intent to enter into an agreement. 

Depending on the type of e-signature selected 

and the way the e-signature is created, 

e-signatures can provide the same—or even 

greater—level of evidential weight as  

paper signatures.
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E-Signature Q&A (3/3)

Q: What type of signature is required? 

A: There are many types of signatures. The one to be used depends on the laws 
in that particular country and the industry-specific regulations that apply. 

The type of process, as well as where the signing takes place, also impact the signature choice. 

When the transaction is completed in-person, the preferred type is a handwritten e-signature 

captured on a mobile device or signature pad. An in-branch account opening is a good example. 

For transactions completed on a mobile device or online, where the signer is not with a company 

representative, clicking “I Agree” in a standard browser is often the preferred method.

Handwritten Signature  Image of Signer ID                    Image of Signer
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The Six-Point Framework for Assessing 
Risk in Electronic Signatures and 
E-Contracting Processes1 

The best practices surrounding the consideration and implementation for 

the use of e-signatures, regardless of the jurisdiction, typically starts with a 

risk assessment and risk mitigation. The risks inherent in the use of 

e-signatures in any jurisdiction include the following:

1.  The Authentication Risk

2. The Repudiation Risk

3. The Admissibility Risk

4. The Compliance Risk

5. The Adoption Risk

6. The Relative Risk

The strategic use of the six-point risk assessment framework, developed by 

Locke Lord LLP, allows for the identification and mitigation of these risks.

1  The Six Point Framework for Assessing Risk in Electronic Signatures and E-Contracting was developed 
by Gregory Casamento and Patrick Hatfield of Locke Lord LLP
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The Six-Point Framework for Assessing 
Risk in Electronic Signatures and 
E-Contracting Processes

1. Authentication Risk

This is the risk that a signer is in fact not the person he or she claims to be, 

which is also known as the fraud risk. Users (the entity or person implementing 

the e-sign solution) may configure an e-sign solution to authenticate the 

identity of each signer in a variety of ways.

The method chosen by the user to authenticate a given signer may be included 

in the archived signing session, also known as the audit trail, which is then 

securely archived and capable of being retrieved securely. Where a user opts 

not to include the authentication process in an audit trail, the user may have 

access to other reliable evidence to establish the actual identity of the person 

completing the transaction. For example, the user may collect information 

during the process, including an email address or through two-way 

authentication, that later can identify a signer. It is important to remember that 

the authentication, or forgery, risk is also present for documents signed in 

paper and wet ink. Moreover, users can configure an e-sign solution to 

calibrate the level of authentication with their own assessment of the 

authentication risk.

2. Repudiation Risk

This is the risk of a signer acknowledging that he or she signed a document, but 

claiming that the electronic signature is attached to or logically associated with a 

document containing terms and conditions different than or possibly in addition 

to those in the document the signer signed. The risk is that the signer repudiates 

the terms and conditions in the document attached to or logically associated with 

his or her signature and thereby reduces the chance that such document will be 

admissible into evidence or enforced and, even assuming it is, that the trier of 

fact will be persuaded that the signer in fact agreed to be bound by all such terms 

and conditions.

Many e-sign solutions contain features that can reduce the repudiation risk far 

below the repudiation risk associated with paper documents and wet ink. For 

example, an e-sign solution may cryptographically seal or otherwise protect each 

document upon execution of that document by each signer, thereby rendering 

such document unalterable without detection. Documents electronically sealed 

or otherwise protected in this fashion are likely to pass the admissibility threshold 

(see Admissibility Risk) once such documents are admitted into evidence and 

ultimately enforced. Thus, the e-signature solution gives users meaningful, 

persuasive evidence as to why such a document could not have been altered 

without detection, thereby rebutting any repudiation risk.
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3. Admissibility Risk

This is the risk that a court (or other presiding body – for example an arbitrator) 

refuses to admit into evidence copies of electronic documents generated, 

presented, signed, secured, archived and retrieved by the e-sign solution. 

Preliminarily, it is important to recognize that all of the rules of evidence and 

evidentiary foundations that apply to paper documents and wet ink signatures 

generally in most jurisdictions also apply to electronic documents signed 

electronically, stored electronically and retrieved electronically.2

The standard for the authentication of evidence is in some instances defined 

as the requirement of authentication or identification as a condition precedent 

to admissibility to be satisfied by evidence sufficient to support a finding that 

the matter in question is what its proponent claims. That is typically done by 

having someone explain, either in an affidavit or as testimony, the person’s 

familiarity with the method used to create the e-signature, and appropriately 

require that the witness be acquainted with the technology involved in the 

computer program used to generate the evidence and be able to explain it.

Witness testimony seeking the admission of signatures and documents from an 

e-sign solution would include:

• The manner in which the user’s server(s), as appropriate, are used to generate 

electronic signatures and documents;

• The reliability of these servers;

• Procedures for manual data entry and system controls; and

• Safeguards to ensure accuracy and identify errors (i.e., safeguards, access rules 

and other controls on the environment that govern the flow of information 

through its system), tamper resistant software, use of cryptographic technology, 

and that all of these meet or exceed industry standards.

As discussed above, critical in the admissibility analysis and the overall 

enforceability of documents executed using an e-sign solution is the requirement 

of a secure method to archive and retrieve the documents so they cannot be 

altered after signature. If properly deployed by the user, the e-sign solution can 

provide such “e-vaulting” secure archival to show the documents were not altered 

after signature, as well as secure retrieval capabilities.

2  For example, in the United States the Federal Rules of Evidence, or their state equivalents, govern the 
admissibility of evidence and thus would govern the admissibility of a copy of a document presented, 
signed, secured, archived and retrieved by any e-sign solution.
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4. Compliance Risk

Users may configure an e-sign solution to meet the following regulatory  

requirements:

• Assures that each document presented and/or signed by a signer complies 

with  the legal requirements for the content, presentation, sequence and 

information to  be obtained for each such document; and 

• Assures that each document required to be presented and/or signed is in 

fact  presented and/or signed as required by law governing the particular 

transaction.

As noted further above, users may configure an e-sign solution to meet the 

regulatory requirements applicable to transactions conducted using the 

solution. In fact, users can configure an e-sign solution so that non-compliant 

transactions are opted out of the process or not allowed to proceed to closing. 

Thus, users may configure an e-sign solution to reduce the compliance risk 

associated with the transactions below the risk associated with similar 

transactions using wet ink and paper.

5. Adoption Risk

This is the risk that an e-signature solution is designed and implemented in 

such a way that is too burdensome and consumers fail to adopt it or drop out in 

certain places within the process. For example, if the authentication process 

requires too much information, then signers might never get past that step in 

the process to start the transaction. If the process for signing is too complex, 

signers might fail to sign the documents electronically. This risk can easily be 

measured in an e-signature solution and modifications can be made to the 

process to reduce this risk.

If the process for signing is too 
complex, signers might fail to sign 
the documents electronically.
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4. Relative Risk

As noted throughout this eBook, we believe it is important to consider the risks 

of a given electronic signature process in the context of the risks associated 

with a paper and wet ink process. Considering the risks of the electronic 

signature process relative to the corresponding risks associated with the paper 

and wet ink signature process allows users to better assess the risks inherent in 

the electronic process. For example, an e-sign solution can be configured to 

prevent a record from being signed by the signer if there are any blanks in the 

record, preventing any document relating to a transaction from being 

submitted to the user unless all the required steps are fulfilled, and then once 

signed, securing documents from being altered without detection. Users may 

configure an e-sign solution for various types of signature ceremonies  

to calibrate the risk mitigation approaches with the user’s concerns about the 

various risks for the scenarios contemplated by each category of signature 

ceremony. This can be done in such a way that the user can, in all likelihood, 

configure an e-sign solution so the electronic signature process has less risk 

than the paper and wet ink process.

Now that you’ve reviewed the Locke Lord, 

LLP Six-Point Framework and have a guideline 

for assessing risk in electronic signatures and 

e-contracting processes, read on to learn specific 

information regarding laws in major regions.
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E-Signature Laws Around the Globe 
Click on each country name or flag to be directed to the web address that displays the e-signature law governing that region.

This list is not intended to be exhaustive; valid and secure links to e-signature laws for some countries were not available at the time of publication.

UNITED NATIONS
UNCITRAL Model Law on 
Electronic Commerce

UNCITRAL Model Law on 
Electronic Signatures

Convention on the Use of 
Electronic Communications in 
International Contracts

AMERICAS

Argentina

Bahamas

Barbados

Belize

Bermuda

Brazil

Canada

Chile

Colombia

Dominican Republic

Ecuador

Guatemala

Jamaica

Paraguay 

Peru

St. Vincent/Grenadines

United States

Uruguay

Venezuela

ASIA
Armenia

Azerbaijan

China

India

Japan

Malaysia

Pakistan

Phillipines

Russian Federation

Saudi Arabia

Singapore

South Korea

Vietnam

OCEANIA
Australia

New Zealand

Samoa

EUROPEAN UNION
Regulation on electronic identification and trust services (eIDAS)

Austria

Belgium

Bulgaria

Croatia

Cyprus

Czech Republic

Denmark

Estonia

Finland

France

Germany

Greece

Hungary

Ireland

Italy

Latvia

Lithuania

Luxembourg

Malta

Poland

Portugal

Romania

Slovakia

Slovenia

Spain

Sweden

The Netherlands

AFRICA
Egypt

Ghana

Nigeria

South Africa

EUROPE OTHER
Albania

Fomer Yugoslav Rep. of Macedonia

Iceland

Liechtenstein

Moldova

United Kingdom

Norway

Switzerland

Turkey

Ukraine

http://www.wipo.int/wipolex/en/text.jsp?file_id=313049
http://www.nigeria-law.org/EvidenceAct.htm
http://www.internet.org.za/ect_act.html#INTERPRETATION_OBJECTS_AND_APPLICATION
http://www.parliament.am/law_docs/150105HO40eng.pdf
http://www.wipo.int/wipolex/en/text.jsp?file_id=182409
http://www.dot.gov.in/act-rules/information-technology-act-2000
http://www.japaneselawtranslation.go.jp/law/detail/?id=109&vm=04&re=01
http://www.wipo.int/wipolex/en/text.jsp?file_id=228679
http://www.consultant.ru/document/cons_doc_LAW_112701/
http://www.citc.gov.sa/en/RulesandSystems/CITCSystem/Pages/ElectronicTransactionsLaw.aspx
https://sso.agc.gov.sg/Act/ETA2010
http://www.pakistanlaw.com/eto.pdf
http://www.lawphil.net/statutes/repacts/ra2000/ra_8792_2000.html
http://www.pp.gov.al/web/ligj_nenshkrimi_elektronik_41.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1431556034914&uri=CELEX:32014R0910
https://www.government.is/Publications/Legislation/Lex/?newsid=f5007844-0760-11e8-9424-005056bc4d74
http://lex.justice.md/index.php?action=view&view=doc&lang=2&id=313061
https://lovdata.no/dokument/SF/forskrift/2001-06-15-611
https://www.rpsc.gob.gt/documentos/publico/rg135-2009.pdf
http://vbpl.vn/botuphap/Pages/vbpq-toanvan.aspx?ItemID=95942&Keyword=d%C3%A2n%20s%E1%BB%B1
https://elaw.klri.re.kr/kor_mobile/viewer.do?hseq=42625&type=part&key=43
https://www.bakom.admin.ch/bakom/en/home/digital-switzerland-and-internet/digital-communication/electronic-signature.html
http://www.cakmak.av.tr/articles/telecoms_media/the%20turkish%20electronic%20signature%20law.pdf
https://zakon.rada.gov.ua/laws/show/2155-19
http://www.comlaw.gov.au/Details/C2011C00445
http://www.legislation.govt.nz/act/public/2002/0035/latest/DLM154185.html?src=qs
http://www.wipo.int/wipolex/en/text.jsp?file_id=198511
http://servicios.infoleg.gob.ar/infolegInternet/anexos/70000-74999/70749/norma.htm
http://www.planalto.gov.br/ccivil_03/mpv/Antigas_2001/2200-2.htm
http://www.wipo.int/wipolex/en/text.jsp?file_id=243546
http://www.minjus.gob.pe/wp-content/uploads/2014/03/Ley27269.pdf
https://www.leychile.cl/Navegar?idNorma=196640
http://www.slideshare.net/saracflorez/ley-527-de-1999
https://www.impo.com.uy/bases/leyes/18600-2009
http://www.oas.org/juridico/spanish/mesicic3_ven_anexo19.pdf
https://uncitral.un.org/en/texts/ecommerce/modellaw/electronic_commerce
https://uncitral.un.org/en/texts/ecommerce/modellaw/electronic_signatures
https://uncitral.un.org/en/texts/ecommerce/conventions/electronic_communications
http://www.mofo.com/docs/mofoprivacy/Electronic%20Transactions%20Act.pdf
https://www.canlii.org/en/ca/laws/stat/sc-2000-c-5/latest/sc-2000-c-5.html
http://www.wipo.int/wipolex/en/text.jsp?file_id=242364
http://www.oas.org/juridico/spanish/cyb_svg_electronic_act_2007.pdf
http://www.fca.gov/Download/Public%20Law%20106-229%20E-Sign.pdf
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E-Signature Laws: Global Similarities, Regional Differences

The United Nations Commission on International Trade Law 
(UNCITRAL) 

The United Nations has adopted several model laws which have proven instrumental 

in the identification and further refinement of three concepts which are widely 

considered to be foundational principles of electronic commerce today: non-

discrimination, technological neutrality and functional equivalence. 

UNCITRAL Model Law on Electronic Commerce (1996)

The United Nations Commission on International Trade Law (UNCITRAL) adopted the 

Model Law on Electronic Commerce (MLEC) in order to “facilitate commerce 

conducted using electronic means” by supplying national legislators with a set of rules 

intended to be internationally acceptable as a way of minimizing or removing legal 

obstacles and increasing legal predictability for electronic commerce.

The MLEC was the first model law to set forth the principle of non-discrimination in 

order to ensure that a document is not denied legal effect, validity or enforceability 

solely on the grounds that it is in electronic form. MLEC’s neutral rules are intended 

to accommodate future developments in electronic commerce without further 

legislative work, and the functional equivalence principle describes the criteria under 

which electronic communications may be considered equivalent to paper-based 

communications. 

The MLEC also establishes rules for the formation and validity of contracts concluded 

by electronic means, for the attribution of data messages, for the acknowledgement 

of receipt and for determining the time and place of dispatch and receipt of data 

messages.

UNCITRAL Model Law on Electronic Signatures (2001)

The exponential growth in use of electronic authentication techniques as substitutes 

for handwritten signatures suggested a need to reduce uncertainty surrounding the 

legality of the use of electronic means. UNCITRAL adopted The Model Law on 

Electronic Signatures (MLES) in order to “enable and facilitate the use of electronic 

signatures by establishing criteria of technical reliability for the equivalence between 

electronic and handwritten signatures.” 

To accomplish this, MLES leverages the principle of technology neutrality contained 

in the UNCITRAL Model Law on Electronic Commerce, as it relates to the fulfillment 

of the signature function in an electronic environment. Thus, MLES avoids favoring 

the use of any specific technology or process and can recognize digital signatures 

based on cryptography, such as public key infrastructure (PKI) and e-signatures which  

rely on other technologies.

In addition to establishing the criteria of technical reliability for the equivalence 

between electronic and handwritten signatures, MLES sets forth basic rules of 
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E-Signature Laws: Global Similarities, Regional Differences

conduct for assessing duties and liabilities for the signatory, the relying party and 

trusted third parties intervening in the signature process. The MLES also contains 

provisions favoring the recognition of foreign certificates and electronic signatures 

based on a principle of substantive equivalence that disregards the place of origin of 

the foreign signature.

Electronic Communications Convention (2005)

The United Nations Convention on the Use of Electronic Communications in 

International Contracts (“Electronic Communications Convention”) aims to ensure 

that concluded contracts, as well as other electronically exchanged communication, 

are as valid and enforceable as their paper-based equivalents.

This is due to requirements which exist in some international trade law treaties that 

can introduce obstacles to the wide use of electronic communications. By establishing 

equivalence between electronic and written form, the Electronic Communications 

Convention helps to remove these obstacles. The Electronic Communications 

Convention also includes other provisions which facilitate the use of electronic 

communications in international trade, thereby strengthening and fostering 

uniformity in the domestic enactment of UNCITRAL model e-commerce laws.  

This Convention may also provide those countries which have not yet adopted 

electronic commerce provisions with modern and uniform legislation that can act as a 

model from which to draft their own legislation. 

“...contracts...as valid 
and enforceable as their 
paper-based equivalents.”
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United States

In the United States, there is a federal e-signature law, The Electronic 

Signatures in Global and National Commerce Act (E-SIGN Act), and a 

state law (United States Uniform Electronic Transactions Act (UETA) as 

well as regulations which pertain to specific industries.

E-SIGN

The Electronic Signatures in Global and National Commerce Act (E-SIGN Act), signed 

into law on June 30, 2000, provides a general rule of validity for electronic records 

and signatures for transactions in or affecting interstate or foreign commerce. E-SIGN 

defines an electronic signature as “an electronic sound, symbol, or process attached 

to or logically associated with a contract or other record and executed or adopted by  

a person with the intent to sign the record,” and allows the use of electronic records  

to satisfy any statute, regulation, or rule of law requiring that such information be 

provided in writing, if the consumer has affirmatively consented to such use and  

has not withdrawn such consent.

Analysis under E-SIGN (the federal statute) and the relevant enacted version of 

UETA, which all but three (3) states have enacted, are essentially the same.3 For those 

states that have enacted electronic signature laws governing interstate commerce 

inconsistent with E-SIGN in areas relevant to the issues discussed in this eBook, such 

state laws will be preempted by E-SIGN’s broad preemption provisions.4 For those 

states that have not enacted any electronic signature laws, E-SIGN will govern as a 

result of its broad preemption provisions.5 Thus, assuming E-SIGN or UETA6 apply to 

the transaction, they each give equal recognition to electronic signatures.

Electronic Signatures May Not Be Denied Legal Effect

E-SIGN recognizes that an electronic signature may be as legally effective as a 

signature applied in wet ink on paper. While not giving electronic signatures a special 

status in the law, E-SIGN states that a signature may not be denied legal effect solely 

because it is in electronic form.

An electronic signature may consist of an electronic sound or symbol, such as an 

individual saying “I agree,” typing “I agree” or the person’s name or following some 

other process, such as clicking “I agree,” which is attached to or logically associated 

with information inscribed: (i) on a tangible medium, such as the tangible, hard copy 

of an authorization; or (ii) stored in an electronic medium retrievable in a perceivable 

form, such as the electronic record containing the identical information as contained 

in the tangible hard copy delivered to the consumer.

3 The states that have not enacted UETA are Illinois (adopted Electronic Commerce Security Act), New York (adopted Electronic Signatures and Records Act), and Washington (adopted Electronic Authentication Act).

4 ESIGN § 7002(a)      5 ESIGN § 7002(a)       6 ESIGN § 7001(a); UETA § 7(a)
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United States

E-Signature Exceptions 

As a preliminary matter, E-SIGN does not apply to contracts and records that are 

governed by laws and regulations in the following areas: 

• Wills, codicils, and testamentary trusts 

• A state statute, regulation, or other rule of law governing adoption, divorce, or other 

matters of family law

• The Uniform Commercial Code, as in effect in any state, other than sections 1-107 

and 1-206 and Articles 2 and 2A 

•  Court orders or notices, or official court documents required to be executed in 

connection with court proceedings 

•  Notices for cancellation or termination of utility services (including water, heat,  

and power) 

•  Notices of default, acceleration, repossession, foreclosure, or eviction, or the right 

to cure, under a credit agreement secured by, or a rental agreement for, a primary 

residence of an individual

•  Notices of cancellation or termination of health insurance or benefits or life 

insurance benefits 

•  Recall notices of a product, or material failure of a product that risks endangering 

health or safety 

• Any document required to accompany any transportation or handling of hazardous 

materials, pesticides, or other toxic and dangerous materials7

Consumer Disclosures

E-SIGN provides that, upon consent by the consumer, certain information relating to 

a transaction or transactions in or affecting interstate or foreign commerce, which is 

required by a statute, regulation, or rule of law (other than E-SIGN) to be provided or 

made available to a consumer in writing (a “Special Consumer Disclosure”) may be 

delivered exclusively via electronic means, provided that the recipient of the Special 

Consumer Disclosure is first provided, and agrees to, the E-SIGN Consent.8  Whether 

a particular Consumer Transaction requires a Special Consumer Disclosure, and the 

how the E-SIGN Consent is provided in connection with the required Special 

Consumer Disclosure, must be determined on a transaction-by-transaction basis.

Verifications and Acknowledgements

Verifications and acknowledgments required by law are expressly permitted to be 

delivered in electronic form under E-SIGN in certain circumstances. For example, if a 

law requires a disclosure to be provided by a certain method which requires 

7 ESIGN § 7003 (a), (b)        8 E-SIGN §7001(c)
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acknowledgment of receipt – such as delivery by first class mail – with proof of 

delivery required, such verification or acknowledgment may be given electronically if, 

and only if, the electronic method for providing such verification or acknowledgment 

also provides verification or acknowledgment of receipt.

Record Retention: Electronic Records Can Be Sufficient

There are two record retention issues addressed by E-SIGN. The first relates to  

the requirement that, where a statute requires a contract or other document to be in 

writing, the electronic record of such contract or document may be denied legal 

effect if the electronic record cannot be reproduced for reference by all parties or 

persons entitled to the contract. Thus, if a user is going to rely exclusively on the 

archived electronic record to satisfy the statutory requirement that a contract or 

other document be in writing, failure to maintain the record in a form capable of being 

retrieved by all parties for later reference could jeopardize the enforceability of the 

transaction to which such record relates.

In contrast, the second record retention issue relates to the user satisfying statutory 

record retention obligations. The user may store electronically the record (whether 

that record was initially in tangible form and later converted to an electronic form or 

initially in electronic form) of a transaction and thereby satisfy the statutory record 

retention requirement, provided certain conditions are met.

E-SIGN permits users to satisfy their record retention obligations relating to 

transactions by retaining documents exclusively through electronic means. These 

E-SIGN record retention requirements do not affect users’ record retention practices, 

except for those records relating to transactions to be retained exclusively through 

electronic means. Thus, if the user is satisfying the record retention obligations 

imposed on it by other laws by storing hard copies, E-SIGN will not impose additional 

obligations.

As noted above, E-SIGN does permit companies to satisfy the record retention 

requirements imposed by statute by retaining only the electronic records, if the 

requirements of Section 101(e) of E-SIGN are met.Thus, if documents in the audit trail, 

which are required by law to be retained, are retained exclusively in electronic media, 

and are available to the regulators having jurisdiction over the company and such 

electronic records are available in accordance with Section 101(e) of E-SIGN, the user 

may not be required to print and retain hard copies of these documents.

“...if the user is satisfying the record 
retention obligations...E-SIGN will  
not impose additional obligations.”
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Uniform Electronic Transactions Act (UETA)

Developed by the National Conference of Commissioners on Uniform State Laws, the 

Uniform Electronic Transactions Act (UETA) provides a legal framework “for the use of 

electronic signatures and records in government or business transactions.” Under UETA, 

electronic records and signatures are “as legal” as paper and manually signed documents.

Forty-seven states, the District of Columbia, Puerto Rico, and the Virgin Islands have 

adopted the Uniform Electronic Transactions Act (UETA) promulgated by the Uniform 

Law Commission (also known as the National Conference of Commissioners on Uniform 

State Laws).

Three states, Illinois, New York and Washington, have not adopted the uniform act, but 

have statutes pertaining to electronic transactions.

A Note about Notaries

Under E-SIGN, signatures may be notarized using an electronic means, 

so long as all other requirements of the notary laws are satisfied. With 

limited exceptions, signatures will not be denied legal effect solely 

because they are electronic. UETA’s notary requirement is consistent 

with the notary provision in E-SIGN, permitting a notary public and 

other authorized officers to act electronically, effectively removing the 

stamp/seal requirements. Neither UETA nor E-SIGN foregoes other 

requirements of notarizations; they simply allow the signing and other 

informational processes to be accomplished via an electronic medium.
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The US Government Paperwork Elimination Act 

Seeking to “preclude agencies or courts from systematically treating electronic 

documents and signatures less favorably than their paper counterparts” so that 

citizens can interact with the Federal government electronically (S. Rep. 105-335), 

the US Government Paperwork Elimination Act (GPEA) states that electronic 

signatures are not to be denied legal effect, validity, or enforceability merely because 

they are in electronic form. 

The technology-neutral GPEA allows each government agency to decide which 

signature technology fits its specific needs. The revised version of GPEA dated October 

21, 2003 (GPEA, P.L. 105-277) requires that Federal agencies use electronic forms, 

electronic filing, and electronic signatures to conduct official business with the public. 

Besides laws specifically targeting electronic signatures, there are laws included in US 

Civil Code that may also define the applicability of an electronic signature.

US Life Sciences Sector

The Food and Drug Administration (FDA) regulates processes in pharmaceutical 

organizations, biomedical industries and food manufacturers in the United States of 

America. The FDA’s 21 CFR Part 11 (also known as “Electronic Records; Electronic 

Signatures” or ERES) was released in 1997, declaring electronic signatures to be as 

valid as handwritten signatures on paper.

The FDA E-Record Regulation Framework for Electronic Signatures contains a 

pragmatic definition of requirements with high acceptance within the industry and 

administration: requirements for electronic documents should not be superior to 

those on paper based documents. Records must clearly indicate:

• Printed name of the signer

• Date and time of signature execution

• Intended meaning (including review and approval) associated with the signature

US Insurance Industry Sector

The Insured Retirement Institute (IRI) Electronic Signature Standards identify 

requirements within four categories: authentication, credentialing, application 

functionality and Depository Trust & Clearing Corporation (DTCC) attachments. For 

reference, the IRI Standards also rely on the Standards and Procedures for Electronic 

Records and Signatures (SPeRS) and the Electronic Signature in Global and National 

Commerce Act (E-SIGN) and the Uniform Electronic Transaction Act (UETA).



23

United States

US Mortgage Industry Sector

The Federal Housing Administration (FHA) provides mortgage insurance on loans 

made by FHA-approved lenders throughout the United States and its territories, and 

is the largest insurer of mortgages in the world. In January 2014, the FHA announced 

approval to accept e-signatures on servicing and loss mitigation documents, as well as 

IRS Form 4506-T, FHA insurance claims, REO sales contracts and related addenda. 

US Health and Welfare Sector

Based on the Health Insurance Portability and Accountability Act of 1996, doctors  

and pharmacies in the United States are compelled to implement workflow 

automation processes that allow for the signing of HIPAA-regulated forms (informed 

consent for the transfer of medical information) without paper.
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Legal requirements for e-signatures in Canada are similar to those in 

the United States; like the US, Canada applies an approach to 

regulating electronic contracts that avoids specifying a single, 

underlying electronic records technology.

The Uniform Electronic Commerce Act

The Uniform Law Conference of Canada adopted the Uniform Electronic Commerce  

Act (UECA) in 1999. This Act was designed to implement the principles of the 

UNCITRAL Model Law on Electronic Commerce. The UECA has been proposed as the 

model upon which provincial and territorial governments can develop a harmonized 

approach to electronic commerce. Within the UECA, the definition of an electronic 

signature is “ information in electronic form that a person has created or adopted in 

order to sign a document and that is in, attached to or associated with the document.”

The UECA states that a contract or document should not be “denied legal effect  

or enforceability solely by reason that it is in electronic form,” which is consistent  

with US law. 

Most Canadian jurisdictions which have not adopted the UECA guidelines have 

enacted legislation that is similar and which applies the same language in certain 

instances. One exception is Quebec, which has developed its own set of standards. In 

2001, Quebec passed the Act to Establish a Framework for Information Technology in 

an effort to protect the legal security of electronic communications between people, 

associations, partnerships, and the State. Quebec’s Act allows consumers and 

businesses to determine for themselves which e-signature technologies are best 

suited for their individual needs.

The Personal Information Protection and Electronic Document Act 

The law known by the acronym PIPEDA applies to every federally regulated business 

in Canada that collects personal information from consumers. According to PIPEDA, 

businesses should only collect consumer personal information that is appropriate to a 

particular transaction and should obtain consumer consent to collect this information. 

PIPEDA describes an electronic signature as “a signature that consists of one or more 

letters, characters, numbers or other symbols in digital form incorporated in, attached 

to or associated with an electronic document.”

“The UECA states that a contract or 
document should not be denied legal 
effect or enforceability solely by reason  
that it is in electronic form.”
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PIPEDA further indicates that “secure electronic signatures” must meet multiple 

requirements, including:

• The electronic signature is unique to the person making the signature

• The technology or process used to apply the signature is under the sole control of 

the individual making the signature

• The technology or process can be used to identify the person using the technology 

or process

•  The electronic signature is linked to an electronic document in a way that is able to 

indicate whether the electronic document has been changed after the electronic 

signature was incorporated in, attached to or associated with the electronic 

document
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eIDAS-Regulation 2014

The European Parliament and the Council adopted Regulation (EU) No. 910/2014 on 

electronic identification and trust services for electronic transactions in the internal 

market (the eIDAS Regulation) took effect on 1 July 2016.  

Within the eIDAS-Regulation 2014, e-signatures are just a small part of the new 

Regulation, but that small part is designed to permit cross-border recognition, as well 

as European harmonization of e-signatures. The eIDAS-Regulation had an immediate 

effect in all 28 EU countries in July 2016 and caused prior national e-sign acts to 

become mostly obsolete.   

European Directive 1999 

Prior to eIDAS-Regulation taking effect, the European Parliament and Council 

Directive 1999/93/EC on a Community Framework for Electronic Signatures (1999 

European Directive) presented the criteria that form the basis for legal recognition of 

e-signatures. The problem with the 1999 European Directive is that its adoption was 

based on the interpretation of the directive, partially influenced by lobbying initiatives 

for certain technologies to create e-signatures - e.g., via signature cards & card 

readers. The eIDAS-Regulation was enacted to remedy those shortcomings.
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Definition of E-Signature

 The 2014 Regulation is partially more specific than the 1999 Directive. The term 

e-signature is now associated to natural persons (“signatory”) only. Legal persons 

create electronic seals. 

Neither the 1999 European Directive nor 2014 eIDAS-Regulation are constrained to a 

specific technology. Instead, both define three types of e-signatures which are 

typically referred to as basic, advanced and qualified. 

Basic E-Signatures 

The term ‘basic signature’ itself cannot be found in the Regulation. This level of 

e-Signature is just defined as ‘E-Signature.’ 

2014 eIDAS Art. 3 paragraph 10 defines E-Signature as: 

data in electronic form which are attached to or logically associated with other 

electronic data and which are used by the signatory to sign

This level of electronic signatures is also sometimes referred to as ‘simple’ or ‘ light’ 

e-signature. 

Definition of Advanced E-Signature 

Advanced e-signatures (AES) meet all requirements of basic e-signatures plus four 

additional ones 

2014 eIDAS Art. 3 paragraph 11 defines an ‘advanced electronic signature‘  

as a signature:

(a) uniquely linked to the signatory;

(b) capable of identifying the signatory;

(c) created using e-signature creation data that the signatory can, with a high level 

of confidence, use under his sole control; and

(d) linked to the data to which it relates in such a manner that any subsequent 

change of the data is detectable

Some countries of the European Union have implemented specific forms of Advanced  

Electronic Signatures: For example in Italy the implementation of decree nr.117/2013 

of February 22, 2013 for the concept of ‘Firma grafometrica‘ (Graphometric Signature) 

resulted in a major push for e-signing.
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‘Qualified E-Signature’ (QES) and the requirements for creation are specified in 

detail.  

2014 eIDAS Art. 3 paragraph 12-15 define 

‘qualified electronic signature’ as an advanced electronic signature that is created 

by a qualified electronic signature creation device,  

and which is based on a qualified certificate for electronic signatures

‘electronic signature creation data’ as unique data which is used by the signatory 

to create an electronic signature;

‘certificate for electronic signature’ as an electronic attestation which links 

electronic signature validation data to a natural person and confirms  

at least the name or the pseudonym of that person;

‘qualified certificate for electronic signature’ as a certificate for electronic 

signatures, that is issued by a qualified trust service provider;

Until 2015 the deployment of qualified e-signature solutions was minimal, slow and 

ineffective and leveraged in the public sector almost exclusively. The creation of 

qualified e-signatures required to use a dedicated Secure Signature Creation  

Device (SSCD). The enactment of eIDAS allows to deploy new types of SSCDs 

utilizing centralized key management systems with new perspectives for a few 

regulated business processes in the private sector where Qualified E-Signatures  

are a “must have”. 

Other terms partially used for QES are secure signature or strong digital signature. 

The term secure is partially misleading, as processes with advanced e-signature 

solutions may be created as secure as processes with qualified e-signatures.

European Union
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Q: Can E-Signatures be used in court in EU?

A: Yes, and depending on the law, the various types of e-signatures can function as 

evidence to show a legally binding agreement in a court proceeding. 2014 eIDAS Art. 

25 paragraph 1 gives e-signatures the same legal standing as a wet ink signature:

(1) In any legal proceedings-

(a)    an e-signature incorporated into or logically associated with a particular 

electronic communication or particular electronic data, and 

(b)    the certification by any person of such a signature shall each be admissible in 

evidence in relation to any question as to the authenticity of the communication 

or data or as to the integrity  of the communication or data.

In many instances, a strong e-signature process can actually reduce the possiblity of 

getting brought into court by providing strong evidence  

to rebut any challenges to the e-signature and the underlying document.

The sole view on e-signature regulations, laws and directives doesn’t provide the full 

perspective to judge the legal compliance of a digital workflow which should include 

e-signatures.

The particular feasibility might be influenced by form requirements which are typically 

part of civil laws and commercial laws, applicable for particular processes.  Those laws 

must be checked.

The specific e-signature technology is not defined by the 1999 European Directive or 

the eIDAS Regulation themselves. However, best practices should include an 

acknowledgement by parties that they are affirmatively agreeing to sign by an 

e-signature.
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Under German law there are no formal requirements for a contract to be valid unless 

explicitly provided for by law, and it is possible for the parties to agree that a 

signature, inculding e-signatures, will have a particular evidentiary value. 

The vast majority of commercial transactions in German law do not require a 

particular form of wet ink signature, but such requirements do play a role in certain 

areas relevant to electronic commerce (e.g., in consumer credit transactions). 

Some particular documents cannot be signed in electronic form at all. For example, 

exclusions are listed in the German Civil Code (“Bürgerliches Gesetzbuch, BGB”) for 

the following applications:

• Termination of employment (section 623)

•  Written reference at termination of employment (section 630) 

•  Life annuity commitment (section 761)

•  Contract of suretyship (see section 766)

•  Promise to fulfill an obligation (see section 780)

•  Acknowledgement of a debt (see section 781)

In many cases where a requirement for the written form is existing it might be 

replaced using qualified e-signatures (QES) as Art. 2-7 EGovG of 2013 defines 

additional substitutes for the written form, e.g., web applications in combination with 

secure electronic identification via eID of the new German ID card.

Requirements for the written form are covered, for example, in the Civil Code 

(Buergerliches Gesetzbuch, BGB) like the definition about written form (esp. section 

126) and in the Civil Process Code (Zivilprozessordnung, ZPO) like the Quality of legal 

proof (e.g., section 371a / 445).

If biometric characteristcs of handwritten signatures should be stored, data 

protection requirements also ought to be taken into consideration.
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Under English law, binding contracts can result from oral exchanges, handshakes or 

faxes of wet ink signatures on a physical paper document by legally competent 

parties. Electronic signatures add to this list of possibilities.

The validity of a contract is determined in court based on its evidentiary weight. 

Contracts cannot be denied enforceability because they are concluded electronically. 

While the Electronic Signatures Regulations 2002 as a regulation contains a 

reference to “qualified certificates,” the governing law contained in the UK Electronic 

Communications Act (ECA) of 2000 does not distinguish between electronic 

signature types (simple, advanced, qualified) in determining validity. 

UK organizations intending to do business across Europe ought to be aware that in 

some other European countries, enforceability for certain e-signature processes may 

be restricted to specific types of e-signatures, typically Qualified Electronic 

Signatures are required. Conversely, examples for processes which can be e-signed in 

the UK with any type of e-signatures - but not across Europe in general - are 

applications for consumer credit, car leasing contracts, real estate contracts and 

mortgages. 

There are no types of deeds or other documents for which parties need to satisfy 

additional formal requirements under English law, such as formal notarization 

requirements before a public notary. However, a witness is required for the signing of 

deeds. Hence the electronic signing of a deed has to be executed in-person, before a 

witness. Notwithstanding, the use of a digital transaction management solution, e.g., 

the in-person use of the tablet of a consultant for in-person signing, can satisfy this 

requirement.  

Under English Case law, all types of e-signatures are admissible in legal proceedings. 

The court determines the evidentiary weight to be granted to those signatures 

depending on their type and the circumstances of their collection, use and supporting 

evidence. This determination is based on an assessment on the e-signature process, 

its authenticity and integrity, all of which the court will review to determine 

admissibility and enforceability. 
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Legal Disclaimer

If expert legal assistance is required, the services of a competent legal professional 

for the legal situation in the particular country or countries where the application is 

intended to be rolled out and the particular vertical should be sought. 

While every effort has been taken to ensure that all details are correct, Kofax cannot 

accept any responsibility for the accuracy of information, nor for the consequences of 

any actions taken or not taken as a result of this information. Reasonable efforts have 

been made at the time of publication to examine the accuracy of the content and 

publications linked to on this website, but no responsibility is taken for the contents 

contained on such links.
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